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TEPMUWHDBI U OITPEJEJEHUSA

Aytentuduxamnms — JelictBuss 1O TpoBepKE MOUIMHHOCTH CYObEKTa JoCTyma
B UH(POPMAIMOHHOW CUCTEME

be3omacHocTs nHpOpMAIIH — CocrosiHue  3alIMIOICHHOCTH  WHGOpPMAlWW,  TPU KOTOPOM
obecrie4eHsbl ee KOH(UIEHITUATBHOCTD, JOCTYITHOCTh
Y 1IEJIOCTHOCTb

['ocynapcTBeHHAS — HudopmarmonHas cucTema, co3/laBaeMasi B IIENSX peaTu3aliu

uH(OpMAIIMOHHAS CUCTEMA TTOJTHOMOYHIA rOCy/IapCTBEHHBIX OpraHoB

u obecnieueHns oOMeHa HHpOpMaIHeil MeX Ty STUMH OpraHaMu, a
TaKKe B MHBIX YCTAHOBJICHHBIX (peaepaabHbIMI 3aKOHAMH IEIISX
Hoctyn x uadopmarim — B03MOXHOCTH MONTy4eHUs: UHPOPMALIUHU U €€ MCTIONb30BaHHS
JoctynHocTh — CoctosHue uH(pOpMaLKK, XapaKTEpPU3yeMOe CIIOCOOHOCTBIO
TEXHUYECKUX  CpPEACTB W  HH(DOPMAIMOHHBIX  TEXHOJOTHUH
obecrieunBaTh OECHPEIMATCTBEHHBIH JOCTYn K UWH(pOpMaLuu
CYOBEKTOB, UMEIOLIUX HA 3TO TIOJHOMOYHS

3ammra uaHbOpMaITUN — 3ammrta wHQOPMAIMKM, HAMpPaBICHHAas Ha MPEIOTBpPAICHUE
OT HECAHKIIHOHUPOBAHHOT' O MONTyYeHUsl 3alluiaeMoll WHGOpMAIMU 3aHHTEPECOBAHHBIMH
JIOCTyIa CyObeKTaMH C HapylIeHHEM YCTaHOBIEHHBIX HOPMATHBHBIMU

U TPaBOBBIMM JOKYMEHTaMH (aKTaMu) WK o0afaTessiMu
uHbOpPMALMK TpaB MM TPaBWJI pas3rpaHUYEHUs JOCTyNa
K 3amuiiaeMoi nHpopMauu

3amuiaeMas HHPpOpMaIUs — HWadopmanus,  sBiSOmascs  MNPEIMETOM  COOCTBEHHOCTH
U TIOAJIeKaIas 3alluTe B COOTBETCTBUUM C TpeOOBaHUAMHU
MPABOBBIX JIOKYMEHTOB WJIM TpeOOBaHUSMH, YCTaHABIMBAEMBIMU
COOCTBEHHMKOM MH(OpMaLUU

Wnentudukanms — IlpucBoenue cy0bekTaM U 00BbEKTaM JOCTYyIa HIESHTH(HUKATOpa U
(unn) cpaBHEHUE MPEABABIAEMOro UIECHTH(UKATOPA C MEPEUHEM
MIPUCBOCHHBIX HJICHTH()PHUKATOPOB

WNudopmanmonnas cuctema — CoBOKymHOCTb cozepkamieiicss B 0a3zax JaHHBIX HH(POpMAIUH
1 00eCTIeUnBAFOIITNX ee 00paboTKy WH(pOPMAITMOHHBIX
TEXHOJIOTHI U TEXHHUECKUX CPE/ICTB

HNudopmarimoHHbIe pecypChl OtnenbHBIE JOKYMEHTHI U OTJEIbHBIE MAaCCHUBBI JOKYMEHTOB,

JOKYMEHTBI M MAacCCHBBI  JOKYMEHTOB,  COJEpIKaIlIrecs

B MH(OpMaIMOHHBIX cucTeMax (Ombnmorekax, apxuBax, (oHIaX,

0aHKax JaHHBIX, HH()OPMAIMOHHBIX CUCTEMAaX APYTUX BUIIOB)

Nudopmarnmonusie — Ilpomeccel, MeToasl moWCKa, cOopa, XpaHEHHs, OOpabOTKH,

TEXHOJIOTHH MPEIOCTABIICHUS, PACIPOCTPAHEHUS HHPOPMAIIMK W CIOCOOBI
OCYIIIECTBIICHUS TAKUX MPOIIECCOB U METOJIOB

Nudopmarnus — Cseneuus (cooOmenusl, JTAaHHBIE) HE3aBUCHUMO
oT ()OPMBI KX TIPEJICTABJICHUS

Kontponupyemas 30Ha — IIpoctpancTtBo  (TeppuTopus,  3IaHUE,  YacTh  3JaHUA),
B KOTOPOM HCKIIFOUEHO HEKOHTPOJIHMPYEMOE MpeObIBaHUE JIUI, HE
MMEIONUX MOCTOSHHOI'O WJIH Pa30BOr0 JOIYCKa, W MOCTOPOHHUX
TPAHCIIOPTHBIX CPEJICTB

KondunenunanbHOCT — OO0s3aTenbHOE IS BBIMOTHEHUS JIMIIOM, MOJYYHBIIAM JOCTYI K



O6paboTka nepcoHaIbHBIX
TTAHHBIX

Omnepatop

HepCOHaJ'IBHBIC JaHHBIC

Yrpo3a 6e3omacHocTH
uHpopmaruu

Vs13BUMOCTD

LlenocTHOCTH

oTpejieicHHOW HH(pOopMaluu, TpeOOBaHWE HE IMepeaaBaTh TaKyIo
MH(POPMALIMIO TPETHUM JIHIIaM 0e3 coriacus ee obianaTens
JlefictBust (omepanuu) ¢ TEPCOHATBHBIMH JTaHHBIMH, BKITIOYas
cOop, cHCTeMaTH3aluIo, HAKOIUIEHWE, XpaHeHHWe, YTOYHEHHUE
(oOHOBIIEHUE, W3MEHEHHE), MCIIOIb30BaHHUE, pPACIpPOCTPAHEHUE
(BTOM uucie mepenady), oOO€3IUYMBaHUE, OJIOKHPOBAHHE,
YHHUYTOXCHUE TIEPCOHATBHBIX TAHHBIX

TpaXJaHUH WO  IOPUAWYECKOE  JIMIO,  OCYIIECTBISIONINE
JEATeNIbHOCTh 10 OJKCIUTyaTallMd WH(GOPMAIIMOHHONW CHCTEMBI,
B TOM 4YmcClIe 10 o0paboTke wuHGOPMALIUK, COACPIKAIICHCS
B ee 0a3ax JaHHBIX

JIroGast mHpOpMaIMs, OTHOCSMIAsCd K NPSIMO WJIM KOCBEHHO
OTPEICIIEHHOMY WIJIH ONIPENEIIEMOMY (BU3NICCKOMY JTHITY

CoOBOKYITHOCTB yCII0BUI u ¢axTopos, CO3JIAI0IINX
MOTEHIUATBHYIO WIH peasgbHO CYLIECTBYIOILYIO
OIIaCHOCTb, CBSI3aHHYIO c yTEeUKOI nHpopmMaun

W/WIM HECAHKLIIMOHUPOBAHHBIMU ~ W/WIIM  HENpeJHaMepEeHHBIMHU
BO3JICHCTBUSIMU Ha Hee

Hemocrarok (cmabocTh) POrpaMMHOTO
(mIporpaMMHO-TEXHUYECKOT0) CpEeACTBA WM WH(DOpPMAITMOHHON
CHCTEMBI B I1€JI0M, KOTOPBIH (KOTOpasi) MOXKET ObITh HCIIOJIb30BaHA
JUI peau3aluy yrpo3 6e30MacHOCTH HHPOpMaLUU
VYcroitunBocth MHPOpPMAaUMU K HECAaHKIMOHHUPOBAHHOMY
WM CIy4ailHOMy BO3ZCHCTBHIO Ha Hee B Ipolecce 00pabdoTKH
TEXHUYECKHMHU CPEACTBAMHU, PE3YJIbTATOM KOTOPOI'O0 MOXKET OBITh
YHUYTO)KEHUE U UCKaKEeHHE NH(pOpMaLuu



T'OCTP
IHonnTHuka

I'BJIOY

dCB Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHUA

INocynapcTeennsiit ctannapt Poccuiickoit denepanmnu

[Tonutuka  wHQOpManuoHHOW  OezomacHocTH  ['ocymapcTBEHHOTO
OIOKETHOTO JIOLIKOJIBHOTO 00pa30oBaTENbHOTO YUYPEKICHUS JTETCKUN
cag Ne 67 IIpumopckoro paitona Cankt-IlerepOypra

[ocynapctBenHHOe  OIO/PKETHOE — JOIIKOJIBHOE  00pa3oBaTeNbHOE
yupexaenue pnerckuid caxg Ne 67 Ilpumopckoro paitona CaHKT-
[TerepOypra

denepanpHas ciyxba 6e3omacHoctu Poccniickoii Deaepanuu
®enepanpHas cyx0a M0 TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIIO



1 OBIIME INIOJIOKEHUSA

Hacrosmas IlonmuTuka sBiSeTCs OKYMEHTOM, OINPEAEISIOUIMM HAIpPaBJICHUS JESATEIbHOCTU
B obOmactu  oOecrieyeHuss  UHGOPMAIIMOHHOM  O€30MacHOCTH, W MPEICTaBiIsieT  coOoit
CHCTEMAaTU3UPOBAHHOE M3JIOKEHHUE IleJed M 3ajady MH()OpMaMOHHON 0e30MacHOCTH, KaK OHO WM
HECKOJIBKO IpaBWi, MPOLENYp, NPAKTUUYECKUX IPUEMOB M PYKOBOJAIIMX INPUHIUIIOB, KOTOPBIMH
pykoBoacteyercss I'B/IOY, a Taxke OpraHM3allMOHHBIX, TEXHOJIOIMYECKUX M IPOLEAYPHBIX ACIEKTOB
obecrieueHrss ”HPOPMAITMOHHOM 0€30IMacHOCTH.

[Tonoxenus nHacrosimed [TomUTHKM HE pacmpocTpaHAIOTCs Ha obecriedeHrne MH(OpMaIOHHON
0€30MacHOCTH CBEJICHUH, COCTABIIAIOLINX ITOCYAAPCTBEHHYIO TallHYy.

OcHoBHOH 3amaveit B oOmactu wuwHbopmarmoHHoW OezomacHoctd ['BJIOY  mpusnaer
COBEPIICHCTBOBAHUE MEP U CPEICTB 00ECIEUYCHUs 3alIUThl HHPOPMAIHKH HHHOPMAIIMOHHBIX PECYPCOB
I'BIOY B KOHTEKcTe pa3BUTHUS 3aKOHoparenbcTBa Poccmiickoil denepanii ¥ HOPM PEryIMpOBaHUS
MH(OPMAITMOHHOM 1eATEIbHOCTH B TEKYIUX YCIOBUAX (YHKIIMOHUPOBAHUS NMH(OPMALIMOHHOTO TOJIS.

[Tpu paszpaborke IlONUTHKU YYUTHIBAIMCH OCHOBHBIE MPHHIMIIBI CO3JaHUS CHCTEM 3alllUThI
uHpopMaIuy, XapaKTEPUCTUKHU u BO3MOKHOCTHU OPraHN3allMOHHO-TEXHUUECKUX Mep
Y COBPEMEHHBIX MPOTrPAMMHBIX U allllapaTHO-NPOTrPaMMHBIX CPEACTB 3allUThl HH(OPMAaLIUH.

B pamkax cBoelt nearensHoctd I'BJIOY 00s3yercs npeanpuHuMaTh BCE BOZMOXKHBIE MEPBI IS
3alUThl HH(POPMALIUU OT YIpo3 0€30MacHOCTH UH(OPMAIIH.

TpeboBanust nHGOPMAIMOHHON 0€30IaCHOCTH, COOTBETCTBYIOT LeisM aestenbHoctd I'B/I0Y u
NpeHa3HAYeHbI I CHI)KEHUS! PUCKOB, CBSI3aHHBIX C peanu3anueil yrpo3 6e30macHocTd HH(opMaIii.

[Tonutuka nocrynHa BceM pabotHukam ['BJIOY u BceM nosib30BaTensM ero pecypcos.

2 I1EJHA U 3AJJAYM OBECHEYEHUA UH®OPMAIIMOHHOM BE3OITACHOCTH

Cy0bexkTbl HHGOPMANMOHHBII OTHOIIEHU A

CyObexramu nipu obecrieueHnn nHGopmarmonHoi 6e3onacuoctu B ['BJIOY sBastores:

paborauku ['BJIOY (B TOM uucie yBOJICHHBIE);

rpaxkaaHe, paboTarolre Mo JoroBOpaM rpakIaHCKO-TIPaBOBOT0 XapaKTepa;

dusznueckue JMIA, MPEACTABUTENM KOHTPAreHTOB B paMKax HCIHOJIHEHHsS JIOrOBOPHBIX
0053aTeNbCTB;

dbuznueckue nuna, nogasime odpamenue B aapec ['BIOY;

IOpUAMYECKUE JIMIa, B paMKaxX HCIOJHEHHUS JOTOBOPHBIX 0053aTEIbCTB WJIM BO HCIOJHEHUHU
TpeOOBaHUIT CO CTOPOHBI 3aKOHOaTeNbCcTBA Poccuiickoit denepanun;,

OpraHbl FOCYJJapCTBEHHOM BJIACTH.

O0bexkTH THPOPMALMOHHBIX OTHOLIEHHUI

O6bexTamMu HHPOPMALIMOHHBIX OTHOIICHHN SBIISIOTCS:

uH(popmarmonnsie pecypcsl [ IOV,

rOCyJapCTBeHHbIE  WH(pOpPMAaMOHHBIE  cuUcTeMbl,  OmeparopoM  KOTOPBIX  SIBISETCS
I'BJIOY;

nporeccbl 00paboTku nHpopManuu B MHGopMannoHHbIX cucteMax ['BJIOY, mHpopmanmoHHbIe
TEXHOJIOTHH, perIaMeHThl u MIpOLEAYPHI cbopa, 00paboTKH, XpaHEeHUs

U Tiepeiaduu HHPOpMaIuy;

uHpopMaMoOHHass ~ MHQPACTPYKTypa,  BKIIOYAIOIIAsh  CHCTEMbl ~ OOpaOOTKM,  XpaHEHHUs
U aHanu3a WH(OpMAINU, MPOTrpaMMHBIE M MPOrPAMMHO-AIMIapaTHRIE CPEJCTBA, B TOM YHCIE KaHAJIbI
CBSI3U U TEJIEKOMMYHHUKAIINUH;



CHCTEMBl M CpEJICTBA 3alUThl MH(OpPMALMU, OOBEKTHl M IOMELIEHUS, B KOTOPBIX Pa3MELICHBI
cpeacTBa 00paboTKK HHPOPMAIUH.

Lenu odecneyeHuss nHPOPMALMOHHON 0€30MTACHOCTH

OcHoBHOI1 T1enbI0 ObOecmeuenust nHpopMannonHoit 6e3omacHoctTd ['BAOY sBusroTCsS AecTBus,
HaNpaBJICHHbIE HA JOCTHKECHUE 3alUTHl CYOBEKTOB MH(OPMAIIMOHHBIX OTHOIICHHHA OT BO3MO>KHOTO
HaHECEHUs] MM MaTepHajJbHOro, (U3NYECKOro, MOPAIBHOTO WJIM MHOro Yyiuep0a, MOCpeaCcTBOM
CIIy4aifHOT O WIn MpeTHaMEPEHHOT O BO3JICUCTBHUS Ha nHpOopMaIuio,
B TOM YHCJIE!

obecrieyeHus OTKa30yCTOWYHBOIO (yHKLIMOHUPOBAHUS IIPOrpaMMHBIX
1 anmapaTtHo-tiporpamMmMHubIxX cpeacTB ' BAOY u mpenocTaBisieMbIX CEpBUCOB;

COOITIO/ICHHS TTPABOBOTO PEKMMA UCIIOIB30BAHUS MACCUBOB U CPEICTB 00paboTKH HH(popMmaImm;

OpPEJOTBpPAIlCHUs pealu3alud yrpo3 0Oe3omacHOCTM WHGOPMALUMU TpU  OCYLIECTBICHUU
nestenpHocT 'BJIOY.

3anaun o0ecnevyeHnst NHPOPMAILMOHHOM 0€30MACHOCTH

Hoctwxkenue nenei obecreueHuss MHGOPMAIMOHHOM O€30MacHOCTH U CBOMCTB HMH(OpMAIUH,
I'BJIOY pemaercs caeayrOUMMK 3a1a4aMH:

3alUThl OT HECAHKLIMOHUPOBAHHOIO JJOCTYTA K UHPOPMALIMOHHBIM peCypcam;

pasrpaHUyeHHs JOCTyNa NOJb30BaTeNed K HMH(OPMAIMOHHBIM, allapaTHbIM, MPOTrPaMMHBIM
U UHBIM pecypcam;

perucTpalii ¥ TEPUOJMYECKOrO0 KOHTPOJISA JEHCTBHM TONb30BaTeNel mpu  oOpaboTke
3alMIaeMoi nH(pOpMaMK U IEPUOAMYECKHI KOHTPOJIb KOPPEKTHOCTU UX JICHCTBHIA;

KOHTPOJISI ILEJIOCTHOCTH Cpelbl MHCIOJIHEHHs IporpaMM M €€ BOCCTAaHOBJIEHHE B Cilydae
HapyIIECHHUS;

obecriedeHnss  ayTeHTU(UKAMKM W WIACHTU(QUKAIMK  TOJNb30BaTeNed,  y4acTBYIOIIHUX
B MH(OPMAITMOHHOM O0OMEHE;

obecrnieueHus HCIIPABHOCTH PUMEHSIEMBIX B WH(POPMALTMOHHBIX CUCTEMAX
I'BAOY cpencts 3anmuThl HHGOPMAITUY;

CBOEBPEMEHHOI'0  BBISIBJICHHE HCTOYHHMKOB yrpo3 0€30MacHOCTH HMH(POpPMAaLUH, MPUYUH
U YCIIOBUH, CIIOCOOCTBYIOUIMX HAHECEHHUIO yliepOa 3aMHTEPECOBAHHBIM CyObeKTaM MH(OpPMAIMOHHBIX
OTHOIIICHUI;

CO3JIaHMEM CIIY’)KObl MOHMTOPMHIAa W pEarupoBaHUs Ha Yrpo3bl 0Oe30HacHOCTH HH(pOpMaluu
Y HEraTUBHBIE M1OCIIEACTBUS,

CO3/IaHHMEM YCJIOBHUH Il MMHMMM3ALMM HAaHOCHMOTO yIliepOa HENpaBOMEPHBIMHU JNEHCTBUSAMH, U
yCcTpaHEHUE MOCIeCTBUI HapyiieHus nadopmannonHoi 6e3omnacHoctu B ['B/10Y.

Pemrenne Beimenepeuncinensbix 3a1a4d B 'bJIOY ocymecTsiaseTcs mocpecTBOM:

ydeTa BcexX MOJUIekKAIIUX 3aluIiuTe HHPOPMALMOHHBIX PECYPCOB;

KYpPHaIMpPOBAaHUS JAEUCTBHM NEepcoHala, OCYIIECTBISAIOIIEro OOCTy)XKMBaHHWE U MOAM(DUKALUIO
MIPOrpaMMHBIX M MPOTrPaMMHO-aNNapaTHBIX CPEICTB HHPOPMALIIOHHBIX CUCTEM;

periaMeHTanuyd  MporeccoB  o0paboTku  uHpopmauuu, aAedcTBuil pabornukoB ['BIOY,
OCYILIECTBIIIOUIMX 3KCIIyaTallui0 MPOrpaMMHBIX U INPOrpaMMHO-AINapaTHBIX CPEJICTB, HAa OCHOBE
YTBEPKJACHHBIX OpraHU3aL[MOHHO-PACIOPSIUTENBHBIX JOKYMEHTOB 10 3alIUTe HH(pOpMaLIUH;

Ha3HAYeHHUs] U TOATOTOBKM PaOOTHUKOB, OTBETCTBEHHBIX 3a OPraHM3allUI0 MU OCYILIECTBICHHE
MeponpHATHiA To o0ecrieueHnIo HHpopMaLnonHoi 6e3onacHoctu B I'BJI0Y;

HAJEJICHUs] KaXJIOoro pabOTHUKA MHUHUMAIbHO HEOOXOJUMBIMH TpaBaMH TIpu  paboTe
B UH(POPMAITMOHHOW HHPPACTPYKTYPE COTIACHO UX JOKHOCTHBIM 00513aHHOCTSIM;

coOI0/IeHNs BCeMH pabOTHHKAMH, 3KCIUTYyaTHPYIOIIMMHU M OOCIY)KHBAIOLUIMMU MPOrpaMMHBIE U



IIPOrpaMMHO-aNIapaTHble CPeJCcTBa, TPEOOBAHUI OPraHU3ALMOHHO-PACIIOPAUTENBHBIX JOKYMEHTOB 110
BOMpocaM oOecrieueHus: THPOPMAIIMOHHOM O€30IMaCHOCTH;

HEPCOHAIIBHOM OTBETCTBEHHOCTBIO KaXJ0ro pabOTHHKA 3a CBOM JEHCTBUS, Y4YacTBYIOIIETO
B paMKax CBOMX (YHKIIMOHAJIbHBIX OOS3aHHOCTEH B Mpolleccax aBTOMAaTU3UPOBAHHOM 00paboOTKU
UH(OPMAIIUU M UMEIOIIETO JI0CTYII K pecypcaM HH()OPMAITHOHHBIX CUCTEM;

peanu3anMell TEXHOJOTHYECKUX IHpoLeccoB 00pabOTKM HHGOpMAIMM C  HCIOJIb30BaHUEM
KOMIIJIEKCOB OPTraHU3al[MOHHO-TEXHUYECKUX MEp 3aIlUThl IPOrpaMMHOI0 00ECIEeYeHus, MPOrpaMMHO-
annapaTHbIX CPEICTB,;

OPUHATUS Mep M0 OOecreyeHUI0 (U3UYECKON LETOCTHOCTH MPOrpaMMHO-AIIAPaTHBIX CPEICTB
MH(POPMALMOHHBIX CUCTEM U IOJ/IepKaHHMEM HEOOXO0IMMOr0 YPOBHSI 3aILUIIEHHOCTH KOMIIOHEHTOB;

UCIOJIb30BaHUSI MPOrPaMMHBIX W IPOrpaMMHO-ANINapaTHBIX CPEJICTB 3allUThl HH(OpMAalHH,
obpabarsiBaemoii B ['BJIOY, 1 aqMUHUCTpAaTUBHOMN MOAJIEPKKON UX UCTIONB30BAHMUS,

KOHTpOJIsSL ~ COOJNIIOJICHMsI ~ IONb30BaTENIIMH  MH(MOPMAIMOHHBIX  CUCTeM  TpeOoBaHMMH
1o obecneyeHn o nH(POopMaIMOHHON 0€30IMaCHOCTH;

IpoBeleHHUsT aHaIn3a >PQPEKTUBHOCTH MPUHATHIX MEp 3allUThl MH()OpPMAIMK U HpPUMEHSIEMbIX
cpencts 3ammThl HHGopmaruu B 'BJIOY;

pa3paboTKu U peain3aluy MPEeAIoKEHHUHN 110 COBEPIIEHCTBOBAHUIO CHUCTEM 3alUThl HH(POPMALUU
B I'BJIOY.

3 TPUHIMUIIBI OBECIIEYEHUS WH®OPMAIIMOHHOMN BE3OIACHOCTHA

Obecrieuenrie MH(DOPMAMOHHONW OE30MACHOCTH JIOMKHO OCYIIECTBIATHCS B COOTBETCTBUU
CO CJIEAYIOIIMMHU OCHOBHBIMH MTPUHIIUIIAMHU:

I[puHIMN 32aKOHHOCTH

IIpu BbIOOpE MepompuaATH MO 3amuTe HH(OpPMAIMH, IOIKHO COONMOJaThes ACHCTBYIOLIEE
3akoHoZaTenbeTBO Poceuiickoit denepannn B chepe 3amuThl HHPOPMALUH.

Bce paGoTHUKM IOMKHBI MMETh MPEICTABICHHE 00 OTBETCTBEHHOCTH 3a IpPaBOHAPYIICHUS
B cdepe 3amuthl HHPOpMarmu. IIporpamMHo-anmapaTHble cpenacTtBa, npumensembie B [BIOY,
JOJDKHBl MMEThb COOTBETCTBYIOIME JIUIEH3MH, O(UIMAIBHO NpUOOpeTaThCcsl y NpeAcTaBuTeneit
Pa3pabOTYMKOB ITUX CPEJIICTB UITU SIBIIATHCS HHTEIUIEKTYaIbHOU coocTBeHHOCTRIO ['BJIOY.

IpuHIUN CHCTEMHOCTH

[Ipu co3maHuu CUCTEMBI 3aIIUTHl JOJDKHBI YYUTBIBATHCS aKTyaJbHBIE YIpoO3bl 0O€30MaCHOCTH
uH(pOopMaIi, BO3MOXHbIE 00BEKTHI U HAMpaBJIEHUS aTak Ha Hee cO CTOpOHbI Hapymureneil. Cucrema
3alIUTHl JIOJDKHA CTPOMTHCSA C YYETOM HE TOJBKO M3BECTHBIX KAHAJIOB YTEUKHM HH(OPMAIUH, HO U C
Y4ETOM BO3MOXKHOCTH TOSIBJIEHHS HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 0OECIIeUeHHH.

MpuHIMN KOMIIEKCHOCTH

KommnekcHoe HCIONb30BaHUE CPENCTB 3alIMThl MH(OPMAIMH TPEINoaracT CorjiacoBaHHOE
IPUMEHEHHE TPU TOCTPOECHUH LEIOCTHOM CHUCTEMBI 3alllUThI, MEPEKPBIBAIOLIEH Bce CYIIECTBEHHbIE
yrpo3bl 0€30MacHOCTH UHPOpPMALMK. 3alUTa JOHKHA CTPOUTHCS dlieoHupoBaHo. dusnyeckas 3amura
JOJKHA 00ecreunBaThC (PU3MUECKUMH CPEJICTBAMU U OPTaHU3AI[MOHHBIMH MEPAMU.

[Ipu nocTpoeHuu, BHEAPEHUM U SKCILTyaTallUd CHCTEMbl 3aIUThl MHPOPMALUU PYKOBOACTBO
I'BIOY obecnieunBaer ycmoBust Uit  A(GQGEKTUBHOW  KOOPAMHAIIMM  JTEWCTBHIA  BCEX  JIHII,
o0ecreunBarIKUX HHHOPMAIIMOHHYIO 0€301aCHOCTb.

IIpyHUMI CBOEBPEMEHHOCTH

Pa3paborka cucrembl 3amuThl MHGOPMAUU JOMKHA BECTUCh MAPAICIBHO C pPa3pabOTKOM
U uUHQOpMAIIMOHHON  CHUCTeMbl. OTO  TO3BOJIUT  y4ecTh  TpeOoBaHus  Oe30mMacHOCTH



IpU  TPOSKTUPOBAHUM APXUTEKTYphl M, B KOHEUYHOM cueTe, co31ath Oonee d(DQPeKTUBHBIC
MH(OPMAIIMOHHBIE CHCTEMBI, 00JIaa0IIe JOCTATOYHBIM YPOBHEM 3aIMIIICHHOCTH.

[IpuHUMD MPeeMCTBEHHOCTH

[TocTossHHOE COBEpIICHCTBOBAHWE MEp W CPEJACTB 3allMThl HWH(pOpMAIMK Ha OCHOBE
IIPEEMCTBEHHOCTH OpPTaHM3AalMOHHBIX M TEXHUYECKUX PpEIICHUH, KaJpOBOr0 COCTaBa, aHAJIN3a
(GYHKIIMOHUPOBAHUS HMHGOPMAIIMOHHBIX CHCTEM M CHUCTEMBl €€ 3alllUThl C Y4YeTOM HW3MEHEHUU
B METOJIaX W CPEJICTBAX MepexBaTa NHPOPMAIUU, HOPMAaTUBHBIX TPEOOBAHHUH 110 3aIIUTe HHHOPMAITUH.

IpuHIHD 10CTATOYHOCTH

CootBercTBUE YpOBHS 3aTpaT Ha obOecrnieuyeHue WHGOPMAIIMOHHON 0e30MacHOCTH U IIEHHOCTH
MH(POPMAIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTO yIiepOa OT WX pas3riamieHus, yHUITOXKEHUS U
ucKkaxeHus. lcrmonp3yeMble Mepbl M CpPEACTBAa 3allWThl WHGOPMAIMM HE JOJDKHBI YXYALIATh
SPrOHOMHYECKHE MOKA3aTeNH KOMIIOHEHTOB HH(POPMAIIMOHHBIX CHCTEM.

IIpUHUIHN 0TBETCTBEHHOCTH

BoznoskeHue 0TBETCTBEHHOCTH 3a oOecreueHue 6e30macHocTH uHGOpMaIuu U ee 00padoTKU Ha
Ka)x710ro paboTHHKA B IIPEJIeNIax ero MoJTHOMOUKN. B cOOTBETCTBUY C 3TUM MPUHIIUIIOM paciipe/ielieHIe
paB ¥ 00s13aHHOCTEN PaOOTHUKOB CTPOUTCS TAKUM 00pa3oM, YTOOBI B cilydae Jr000ro HapymeHus ObLa
U3BECTECH HAPYIIUTEb.

IpuHIUI 000CHOBAHHOCTH M TEXHMYECKOH peau3yeMoCcTH

WNudopMaimoHHble TEXHOJOTUH, MPOTPAMMHBIE H IPOrPAMMHO-ANIApATHBIC CPEJICTBA, MEPHI
3aIUThl MH(OpMAIMK JTOHKHBI OBITh PEAM30BAaHbI IO COBPEMEHHBIM pEIICHUSIM, OOOCHOBaHBI
C TOYKU 3PEHHUS IOCTIKEHHUS 3a/laHHOTO YPOBHS 3aIIMIIEHHOCTH HMH(OpPMAlMU M IKOHOMHYECKOH
1enecooOpa3HOCTH, a TaKKe COOTBETCTBOBATH  YCTAHOBICHHBIM HOpMaM ¥ TpeOOBaHUAM
1o 6e30MacHOCTH UH(POPMAITUH.

Hpunuun npodeccnonaanzma

Peanmzanus mep 3ammThl HHGOPMALIMK W SKCIDTyaTalus CPEICTB 3alIUTHl MHPOPMAIH TOJKHA
OCYIIIECTBISATHCS MPOGECCHOHATHHBIMU CIEITHATACTAMH.

[TpuBneueHne crnenuaIn3upOBAHHBIX OpPraHU3alui K pa3paboTKe CPEeACTB M peald3alui Mep
3a0UThl  MHPOPMAIUH, ITOATOTOBJICHHBIX K KOHKPETHOMY BHIY JEATEIBHOCTH IO OOCCIICUCHUIO
Oe3omacHOCTH MHGOPMAITMOHHBIX PECYPCOB, HMEIOIIMX OMBIT MPAKTHYECKONH padOThl W JUICH3UU Ha
MIPaBO OKa3aHUs yCIYyT B 3TOM 00IacTH.

IMpuHIMN MUHEMHA3ANUH TPUBUIIETHI MOJIb30BaTe el

ObecrieueHne MoIb30BATENCH TPUBUICTUSIMUA MUHUMAIILHO JTOCTATOYHBIMU JJIs1 BBITTOHEHUSI MU
CBOHUX JOJDKHOCTHBIX 00si3aHHOCTel B ' BIOY.

4  OCHOBHBIE TPEBOBAHMUS 110 3AIIUTE UH®OPMALINU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammThl WHQOpMAIMKM JOIDKHA MPEIyCMaTpUBAaTh KOMILICKC OpTaHU3aI[MOHHBIX,
IPOrpaMMHBIX U TPOrPaMMHO-AINMAPaTHBIX CPEJACTB W MEp MO 3alure HH(pOpManuu B Ipoliecce
ee 00paboTKH.

Brimonnenne TpeOoOBaHUH TOCTUTACTCS 3a CUYET pealiu3allii Ha 00beKTax WHPOPMATHU3AIUN Mep
10 3aIuTe HH(pOpMAIIH:

UICHTH(UKAINY U ayTeHTU(PHUKAINHN CyOBEKTOB JOCTYIA U 00BEKTOB JOCTYIIA;

YIPaBICHUIO JOCTYIIOM CYOBEKTOB JJOCTYIA K 00bEKTaM JI0CTyIa;

OI'paHUYEHUIO POrPAMMHOM CpeJibl;

3aIMTEe MAITMHHBIX HOCUTENEH NMepPCOHATBHBIX JaHHBIX;



perucTpanuu coObITUN O€30IaCHOCTH;

AQHTUBHMPYCHOM 3aILNTE;

00HapYKEHHUIO BTOPXKEHU;

KOHTPOJTIO (aHATN3Y) 3alIUIIIEHHOCTH MEPCOHAIIbHBIX JTAHHBIX;

00€CTIeYEeHHUIO0 IIEIOCTHOCTH HH(POPMAITMOHHON CHCTEMBI M IEPCOHATIBHBIX JJAHHBIX;

00eCreueHunI0 JOCTYITHOCTH MePCOHATBHBIX TaHHBIX;

3alIUTHI CPEIbl BUPTYaIU3aliy;

3alUThl TEXHUUECKUX CPEJCTB;

3a1UThl MHOOPMAIIMOHHON CHCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U Mepe/layll TaHHBIX;

BBISIBJICHHUIO MHIIMJIEHTOB U PEarupoBaHUE HA HUX;

yIpaBJIeHUI0 KOH(pUrypanneir MHPOPMAITMOHHONW CHUCTEMbl M CHUCTEMbI 3aIIUTHl MEPCOHATBHBIX
JTAHHBIX.

I'BAOY, xak obmamarens WHGOPMAIIMH OTPAHUYCHHOTO JOCTYIA, TIPH OCYIIECTBICHHH CBOUX
npaB 00s13aHO:

coOJTI0IaTh MPpaBa U 3aKOHHBIE HHTEPECHl MHBIX JIUIL;

MPUHUMATh HEOOXOAUMbIE MEPHI MO 3alUTe UHPOpMAIIH;

OIpaHUYMBATH  JIOCTYIl K  HWHPOpPMALUH, €CIM  Takas  OOS3aHHOCTb  yCTAHOBJICHA
3akoHOAaTeNbCcTBOM Poccuiickoi denepanum.

B Ttom uncne I'BJIOY, BrnpaBe, eciu wHOE HE MPEIYCMOTPEHO 3aKOHOAATENILCTBOM Poccuiickoi
denepauu:

pazpelaTh WK OrpaHUYMBaATh JOCTYI K MH(OpMALMH, OMPEAENsATh MOPSAIOK U YCIOBUS TaKOro
JIOCTYIa;

UCIIOJIb30BaTh HH(OPMAIINIO, B TOM YHCIIE PACIPOCTPAHSATH €€, [0 CBOEMY YCMOTPEHHUIO;

nepenaBaTh UHQOPMAILMIO IPYTUM JUIAM Ha YCTAaHOBJIEHHOM 3aKOHOAATENhCTBOM Poccuiickoii
denepaluy OCHOBaHUH;

3alUIIaTh YCTAaHOBICHHBIMU 3aKOHOAATENhCTBOM Poccuiickoii ®denepanun crmocobaMu CBOU
mpaBa B Cilydyae HE3aKOHHOT'O MOJy4YyeHUs MHGPOpPMAlMH WM €€ HE3aKOHHOI'0 MCMOIb30BAaHUS MHBIMU
JTULAMU;

OCYILECTBIISATh MHbIE IEMCTBUS ¢ MH(POPMAIEH WK pa3peniaTh OCYIIECTBICHUE TaKUX JCHCTBUM,
eciu 3TH JIEUCTBUSA HE MIPOTHUBOPEYAT benepaibHBIM 3aKOHaM u OpYruM
HOPMaTUBHO-TIPABOBBIM akTaM Poccuiickoit @enepanuu.

3ammra  WHPOPMAIMM  OTPAaHMYEHHOTO  JIOCTyNa  TPEACTaBIsieT  COoO0OM  MpUHSTHE
OpPraHU3AlMOHHBIX U TEXHUYECKUX MEP, HAIIPABJICHHBIX HA:

coOmoieHre KOH(QUAECHUUATbHOCTH HH(OpManuu (MCKIIOUYEHHWE HENpPaBOMEPHOro JOCTYyIa,
KOMHUPOBAHUS, IPEIOCTABICHUS MU PAaCIPOCTpaHeHHs HH(OpMALINN);

o0ecrnieueHune 1eI0CTHOCTH HHpopMaIiH (UCKIII0UEeHUE HEPAaBOMEPHOTO YHUUTOXEHUS
WM MOoAU(pULIIMPOBaHUS HH(POPMAIIHH );

peanu3aiyio mpaBa Ha JOCTYN K MHQpOpMauuu (MCKIIOYEHHE HENPaBOMEPHOIO OJIOKUPOBAHHS
nHpopmarun).

CpenctBa 3anmuThl MHGOPMAlMK BHEIPSIOTCS IO pe3ylbTaraM IMPOBEACHMS OIEHKH PHCKOB
MH(POPMALIMOHHON O€30MaCHOCTH.

Opranuzanus 3amuThl UHGOPpMAMH

[Ipu opranuzamuu B ['BJIOY 3anmrtel uHQOpPMALMK, JOJKHBI BBIIOIHITHCS TPeOOBaHUS
®enepanpHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 undopmaryu, nHGOPMALMOHHBIX TEXHOIOTUSIX U
0 3alluTe uHpopMauny, KOTOpbIE PEryaupyroT OTHOLIEHMUS, CBSI3aHHBIE
C YCTAaHOBJICHHEM, U3MEHEHHEM W TPEKpaIIeHuEeM pexnmMa oO0pabOTKH 3ammiaeMoi nHpopmannu. B



TOM 4Hcle TpeOOBaHMsS O 3allUTe HHPOPMALMU, HE COCTAaBJIAIOLICH TIOCYAapCTBEHHYIO TaiHY,
coJepiKalieiics B rocyIapCTBEHHBIX MH()OPMALMOHHBIX CUCTEMax yTBepkaeHHble mpukazom OCTIK
Poccum or 11.02.2013 Ne 17 «O6 yrBepkaeHuu TpebOBaHMM O 3amure HUHPOpPMALUH,
HE COCTaBJISIIOIIEH TOCYylIapCTBEHHYIO TaiiHy, CoJepiKalleiicsi B rocyAapCTBEHHBIX HMH(OpPMaLMOHHBIX
CUCTEMAX» DIE: roCy/1apCTBEHHBIX MH(POPMALMOHHBIX CHCTEM, o KOTOPBIM
I'BAOY saBasercs OnepaTopoM.

B I'BIOY nmoMuMo peanu3aiii OCHOBHBIX MEP 3allUThI MHPOPMAITUN OCYIIECTBISETCS

peryiaspHas ~ OIEHKa W  YOpaBJIeHHE  pUCKaMH  HMH(OPMAIMOHHOM  0€30mMacHOCTH
B COOTBETCTBHMHM C YCTAHOBJIEHHBIMU IIpOLIETypaMy B 00JIACTH YIIPABICHUS PUCKAMU;

UH(OPMUPOBAHUE, o0yueHue u ITOBBIILICHHE KBaJIM(DUKALIUU pabOTHHUKOB
I'BAOY B chepe napopManmoHHOH 6€30MaCHOCTH;

MeToAnYecKas MOMOILb paOOTHUKAM B BOIpOcax obecneueHuss MHPOpMamoHHON 6e301aCHOCTH;

aQHAJIN3 U MMOMCK BO3MOYKHOCTEN IO MOBBILIECHUIO YPOBHS 3alIUIIEHHOCTH HH(DOpMaLUK.

Jns opranmzanuu 3amutsel uHGopmanuu, ['BJIOY BmnpaBe npuMeHSATh CpelcTBa U METOMABI
TEXHUYECKOM 3aIUTHI, NIPEANPUHUMATh APYTue, He NMPOTUBOpEYAllie 3aKOHOLATENbCTBY Poccuiickoi
denepanuu, MEPHI.

B pamkax oOecrieueHus 3amMThl WH(OpPMAIMK, B PaMKax TPYIOBBIX OTHOIIEHUN HEOOXOAUMO
O3HAKOMUTb MOJ| MOJANHCH PAOOTHHUKOB, JOCTYIl KOTOPBIX K MH(GOPMALUU OTPAHUYEHHOrO JOCTYIA,
HEOOXOJMM JJIsl BBINOJIHEHHUS HMMU CBOMX JOKHOCTHBIX OOSI3aHHOCTEH, € mepeuHeM HHGpopMaluu
OrpaHUYEHHOr0 J0cTyna, U NpuHATHIMU B ' BJIOY Mepamu 3ammthl nH(GOpMALIHH.

Oco0eHHOCTH 3aIUTHI EPCOHATBHBIX JAHHBIX

[Ipu  opranmzanuum  obpabotkn B ['BJIOY  mepcoHalbHBIX  JAHHBIX  HEOOXOIUMO
pykoBoACcTBOBaThCcsl  TpeOoBanusimu  DexepanbHoro 3akoHa ot  27.07.2006 Ne  152-P3
«O nepCcoOHANBHBIX JAHHBIX).

[lepeuenr Mep, BbIIOMHEHHE KOTOphIX obOecnieunBaer ['BJIOY B kauectBe omepaTtopa
IIEPCOHAIIBHBIX JAHHBIX, JOKEH BKIIIOYATh!

Ha3HaueHue B ' BJIOY oTBeTcTBEHHOrO 32 OpraHu3alio 00padoTKH EPCOHATIBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, OIpPEAESIONIMX IpaBUja B OTHOLIEHUU OOpabOTKU MEpPCOHATBHBIX
nmanHblX B [BJIOY, ToOKaNbHBIX aKTOB IO BOMpPOcaM 00paOdOTKU MEePCOHAIBHBIX TaHHBIX;

OpPUMEHEHHE OpraHU3alMOHHBIX M TEXHUYECKUX Mep MO oOecredyeHuto 0e30MacHOCTH
NEPCOHANBHBIX JIAaHHBIX B COOTBETCTBUHM cO cTatheld 19 @DenmepanpHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBINOJIHEHHE TPEeOOBAaHUM MO COCTABY U COAEP:KAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp IO
obecrnieueHnto 0€30MaCHOCTH MEPCOHANIBHBIX JAHHBIX IPU UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMAaX
NEPCOHANBHBIX JaHHbIX YTBepkAEHHBIX Ilpukazom PCTOK Poccum or 18.02.2013 Ne 21 «O6
YTBEP)KJICHUM COCTaBa U COJEPKAHUS OPraHM3ALMOHHBIX M TEXHHUYECKHMX Mep IO O00ECleYeHUIo
0€301acHOCTH IEPCOHANbHBIX JAHHBIX TMpU HUX O0O0paboTke B HHPOPMAIMOHHBIX CHCTEMax
NIEPCOHAIIBHBIX JaHHBIX);

OLIEHKY Bpela, KOTOpbIi MOXeT OBITh MNPUYMHEH CyObEKTaM MEpPCOHAIbHBIX JaHHBIX
B ciydae HapymeHusi @enepampHoro 3akoHa Ne 152-D3, cooTHomeHWe yKazaHHOTO Bpera
U TPUHUMAEMBbIX OINEpaTopoM Mep, HAMpaBICHHBIX Ha 0OecreueHHe BBIIOIHEHUS OO0sI3aHHOCTEH,
npeaycMoTpeHHbIX DenepanbHbiM 3akoHOM No 152-D3;

o3HakomsieHue pabotHukoB ['BJIOY, HenmocpencTBEHHO  OCYILECTBISAOMUX — 00pabOTKY
IIEPCOHAIIBHBIX  J@HHBIX, C  IOJOXEHUsAMM  3aKkoHomarenbcTBa  Poccuitickon — Pepepauuu
O TMEpPCOHAIBHBIX JIaHHBIX, B TOM 4HCJI€ TpPEOOBaHMAMU K 3allUTE IEPCOHANBHBIX JaHHBIX,



JOKyMeHTaMu, omnpenestomumu TpeboBanuss ['BJIOY B orHomeHnn o00paOOTKH MEPCOHATBHBIX
JAHHBIX U 00ydeHue, IpU HEOOXOIUMOCTH, YKa3aHHBIX paOOTHUKOB.

ObecneueHne 6€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX TOCTUTAETCS, B YACTHOCTH:

OlpeNeIecHueM  yrpo3 W Hapymmrened  0e30macHOCTH — TMEPCOHATBHBIX  JaHHBIX
npu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX IEPCOHAIBHBIX TaHHBIX;

ONpEAEICHUEM  ypPOBHS  3AIUIICHHOCTH  IEPCOHAIBHBIX  JaHHBIX B COOTBETCTBUU
¢ TpeboBanusamu [locranosnenus [IpaBurenscTBa Poccuiickoit @epepanuu ot 01.11.2012 Ne 1119 «O6
YIBEP)KJICHUM  TpeOOBaHWMH K  3allMTe  TMEpPCOHAIBHBIX  JAaHHBIX MNpH  HX  00paboTke
B MH(OPMALMOHHBIX CHCTEMaX NEPCOHATIBHBIX JaHHBIX);

NPUMEHEHHEM MPOMIEANINX B YCTaHOBIECHHOM TMOpPSAKE TPOLEAYPY OLEHKH COOTBETCTBUS
CpPEZCTB 3alIUThl HH(OpMAaIHH;

OILICHKOH 3((EeKTUBHOCTH MPUHUMAEMBIX MEp IO 3allUTe IMEPCOHANBHBIX JaHHBIX 10 BBOJA
B DKCIUTyaTalHIo HH()OPMAIIMOHHON CHCTEMBI TEPCOHANTBHBIX TaHHBIX;

BOCCTAHOBJICHUEM TI€PCOHAIBHBIX JIAHHBIX, BCJIEJACTBHE IOMYYEHHsS] HECAHKIIMOHHUPOBAHHOTO
JIOCTyTIa K HUM;

YCTQHOBJICHHMEM  TIpaBWJI ~ JOCTyHa K  TIEPCOHAIBHBIM  JAHHBIM,  00pa0aThIBaeMbIM
B HMH(OPMAIIMOHHBIX CHCTEMaxX TIEPCOHAIBHBIX JAHHBIX, a TaKXkKe OOECIeYeHHEM PpEerucTparun
U ydeTa BCeX NCHCTBHI, COBEPIIAEMBIX C IEPCOHAJBHBIMU JAHHBIMU B MH()OPMAIIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JIAHHBIX;

KOHTPOJIEM 3a MPUHUMAEMBbIMH MEpaMH I10 3aLIUTE MEPCOHATBHBIX JAHHBIX U OMPEICTICHHOTO
YPOBHSl  3alIMIICHHOCTH WH(POPMAIIMOHHBIX CHUCTEMax IIEPCOHAIBHBIX JAHHBIX B IpoOIecce
ee IKCILTyaTaIi.

5 OCHOBHBIE TPEFOBAHMUSA K ITIPOHECCAM OBECIIEYEHUSA
WH®OPMAIIMOHHOM BE3OITACHOCTHN

Metoandeckoe PYKOBOJCTBO, Pa3padOTKy pEUIeHHWH MO 3amuTe WH(GOPMAalHU, COTrIACOBAHUE
BBIOOpa CPEACTB BBIYUCIUTEIHHOW TEXHUKH, MPOTPAMMHBIX U MPOrPaMMHO-ANMapaTHBIX CPEJCTB
3alUThl HH(OpMaIUU, OPTaHU3alMI0 PA0OT MO BBISBJICHUIO BO3MOKHOCTEH U MPENYNPEKICHUIO YTEUKU
U CBOICTB 3amuiiaeMoll uH(OpMamuu, arTrecTanuio OO0BEKTOB HWH(OPMATHU3AIUU OCYIIECTBISIIOT
KOMIIETEHTHbIEC CTPYKTYpHBIE noapazaenenus ['bJOY.

duznueckas 6e30MaCHOCTb

[IpuHsATHIE OpraHU3allMOHHBIE U TEXHUUECKHE Mepbl 110 3amure nomemenuit ['b/I0Y, cepsepHoro
U KOMMYTAI[MOHHOTO OOOpYyIOBaHUS, aBTOMAaTU3UPOBAHHBIX pPabOUYMX MECT TMOJb30BaTeNen
uHpopmarmonHsix cucteM ['BJIOY obecrieunBarOT peanu3aiuio CIeayoIuX Mep Mo:

pasrpaHudeHHi0 Jgoctyma pabotHukoB B mnomemeHus [BJOY B coorBercTBUM € HX
MOJTHOMOYMSIMH U TOJKHOCTHBIMU 00S3aHHOCTSIMU;

peructpanu (akToB BXOJa paOOTHUKOB B IOMEIIEHHUS, B KOTOpbIX Beaercs oOpalOoTka
NIEPCOHAIIbHBIX JAHHBIX;

KOHTpoIMpyeMomy npebdbiBanuto noctopoHuux iuil B 'BJIOY B momernienusi, B KOTOPBIX BEAETCS
oOpaboTka HMH(OpPMAMM OrPaHUYEHHOrO JIOCTyna W pa3MEIleHbl anmapaTHble CpeACTBa
UH(OPMAITMOHHOMN CHCTEMBI,

OpraHM3alNK pekrMa KOHTPOIMPYEMOro BHOCA/BBIHOCA CPEACTB 00paboTKU HH(pOpManuu.

[Tomemenuss ['BJAOY nomxHbl ObITH 000PYAOBAHBI IE€TEKTOPAMU OTHSI U JIbIMa, OTHETYLLIUTEISAMH,
CUCTEMAaMM KOHJUIIMOHUPOBaHUS BO3yXa, CPEACTBAMH OXPaHHO-I10’KAPHOW CUTHATIU3ALUH.



OcHoOBHOE cepBepHOE U KoMMyTarmoHHoe obopynoBanue ['bBIOY nomkHO OBITH 3aIMINEHO OT
nepe0oeB B 110/1a4€ IEKTPOIHEPTUU ITYTEM IOJKIIOUEHHUS K JIEKTPOCETH C IPUMEHEHUEM UCTOYHHUKOB
OecriepeOOItHOr0 MHUTAHUS M PE3EPBHOTO IHU3eNb-TeHepaTopa. VIcTouHHKN OecriepeOONHOro MUTaHUS
HEOOXOJMMO PETYJSIPHO TECTUPOBATh M TMPOBEPATH YIOIHOMOYEHHBIM paborHukam ['BJIOY B
COOTBETCTBUU C PEKOMEHIALUSIMU TPOU3BOJUTENS.

[TopTaThBHBIE TEXHUYECKUE CPEICTBA HE JOJDKHBI OCTABaThCS 3a MpeleiaMH KOHTPOIUPYEMOH
30ubI ['BJIOY 6e3 koHTpOINIS cO cTopoHk paboTHHKOB ['B/IOY.

Be3onacHocTh Ha padoueM MecTe

3anpemaercss BECTH 3allUChb NApojied B OTKPBHITOM BHUJIE HAa MaTepUAbHBIX HOCHUTEISX,
3a UCKJIIOYEHHEM CIIy4aeB, periiaMeHTUPOBAHHBIX METO OB XPaHEHHUS.

JIOKyMEeHTBI W HOCUTENU C uH(poOpMaIMeld OrpaHWYCHHOro0 JOCTyNa JMJOJDKHBI yOUpaThCs
B omeyaTbiBaeMble Mecta (ceddpl, mkadpl ©uW T.aI.), Opu yxoae ¢ pabodero Mecra.
Ha aBTomaTm3upoBanHoM pabouem Mmecrte Ilomb3zoBarens paGouast ceccusi OJKHA OBITH IpepBaHa,
paboumnii cton 3a010kupoBaH. Bxox nmonp3oBarens B CUCTEMY HE JI0JDKEH BBITIOIHATHCS aBTOMATUYECKH.

JlokyMeHTBI, cofeprxkaiire HHGOPMAIUIO OrPaHUYEHHOTO JIOCTYIA, TOJKHBI Cpa3y U3bIMAThCS U3
MeYaTarluMX yCTpoicTB. s yrunuszanun KoHUACHINATBHBIX JOKYMEHTOB, JJOKHBI UCIOIb30BaThCS
YHUYTOXKUTEIU JOKYMEHTOB HE HUXe 4 ypOBHSA MO CTaHAApTy O€30IMacHOCTH, NMPUMEHSEMOMY K
YHUUTOKUTEISIM TJOKYMEHTOB.

[Ipyu  wcnonb30BaHMM  MOOWJIBHBIX  TEXHMYECKHX  CPEACTB  HEOOXOAUMO  COONIOAATh
JIONIOJTHUTENBbHBIE MEPhI IO PErjaMEeHTAIlMM ¥ KOHTPOJIIO MCIOIb30BaHUS B MH(POPMAITMOHHON CHCTEME
MOOMJIBHBIX TEXHUYECKHUX CPEJICTB.

Haxoxnenue mnpencraBuTeneii MOPUIMYECKUX JIMLI B paMKax HCIOJHEHUS JIOTOBOPHBIX
00513aTeNBCTB B MOMEIIEHUAX, B KOTOPBIX BeleTcss 00paboTka MH(OpMAIMKM OrpaHUYEHHOI'O JOCTYIa
WH(pOPMAITMOHHONW CHCTEMBI, BO3MOYKHO TOJBKO B compoBokiaeHun padorHuka ['BJIOY momymenHoro
J10 00pabOTKK TaKOM MHPOpMAILIHH.

Pa3zmernienne TexHMUECKUX CpeAcTB BbIBOsA HHGopMmanuu B nomemeHusx ['bJAOY npousBoautcs
C YY4ETOM HCKJIIOUEHHUS BO3MOXKHOCTH BHU3YaJIbHOTO MTPOCMOTpa UH(GOPMAIIUU TTOCTOPOHHUMU JTUI[AMH U
paboTHHKaMU, HE JIOMYIIEHHBIM K padoTe ¢ 1aHHOM nHpopMaIei.

TexHuueckne CpeAcTBa IOHKHBI pa3MelIaTbcs U XPAaHUTHCS TaKUM 00pa3oM, YTOOBI COKPAaTHTh
BO3MOJKHBIM PUCK TTOBPEXKACHUS U YTPO3bl HECAHKIITMOHUPOBAHHOI'O JIOCTYTIA.

Texnuveckoe 06c/Iy:;kuBaHNe 000Py10BaAHUSA

Texunueckue cpeactsa ['BJIOY nomxHBI NPOXOAUTH HA PETYISIPHOM OCHOBE CEPBUCHOE
00CITyKMBaHUE B COOTBETCTBUU C PEKOMEHIAIMSIMH MPOU3BOIUTENEH 000pyI0BaHUS.

PemonT wu cepBucHoe oOchmyXwBaHWE OOOpYIOBaHUS JOJKHBI  BBIIOJHSITHCS  TOJBKO
KBATU(DUIIUPOBAHHBIMU CTICIIHATUCTAMH.

Texnuyeckoe 00cmykuBaHue 000PYAOBAHUSI CTOPOHHUMH OPTaHU3ALMIME HE JOKHO IPUBOIUTH
K PUCKY HapylUIeHHs KOHPHUASHINATbHOCTH 3aLIUIIaeMOi HHPOpMAaLIUH.

B3aumopaeiictBue ¢ TpeTbUMH JIULAMU

B memsax obecrnieuenus wuHpopMannoHHoi Oe3omacHoct I['BJIOY mnpu B3aumMoaercTBUU
C TPETHUMH JINLIAMU JI0JIKHO BBIIIOJIHATH CIEIYIOIINE MEPOIPUSITHS 110!

3aKIIIOYCHUIO COTJIALIeHNs O HepasrialleHuu HH(POPMALUU OrPaHUYSHHOrO JOCTYIA MOy4YeHHON
B XOJI€ UCITOJIHEHUS JOTOBOPHBIX 00S13aTENbCTB;

OCYILIECTBJICHUIO KOHTPOJISI 3a JEMCTBHSIMHM TPEICTaBUTENCH KOHTPAareHTOB B IIpejesax
KoHTposnpyeMoii 30861 I BJIOY.



YupasieHnue ;KkU3HEHHbIM IMKJIOM HHPOPMAUMOHHBIX CHCTEM

MeponpusiTust B poliecce Xu3HeHHOro ukiIa nHpopMmanuonHbeix cucteM ['BJIOY nomkHBI OBITH
HampaBjeHbl Ha oOecreyeHue 3aluThl HHGOpMalMKM HOpU BBOJE B JeHcTBHE, 3SKCIUTyaTalluy,
COMPOBOXKICHUU U MOJICPHU3ALINH, BBIBO/IA U3 SKCIUTYaTALINH.

OcHoBanueM npu pazpaboTke HHPOPMALMOHHBIX CHCTEM JIOJDKHBI SBISTHCS PELICHUS TPUHSATHIC
Ha craguu  (GopMHpoBaHMA ~ TpeOOBaHMH,  coaepkamme  TpeOoBaHMSA B TOM  4YHCIE
M0 CUCTEME 3allUThl UHPOPMALIUH.

JIroboe miaHMpyeMoe K BHEIPEHHIO M3MEHEHHE HH(OPMAIMOHHON CHUCTEMBbI IpeJBapUTEIHLHO
JIOJKHO OBITh NMPOAHAIM3UPOBAHO HA COBMECTHMMOCTb M OTCYTCTBHE HapyIIEHUH paboTOCIOCOOHOCTH
CUCTEMHBIX KOMIIOHEHTOB, B TOM YHUCJIE CPEJICTB 3aLIUThl HH(OpMaIUU.

PaGorel mo MopepHM3auuMu WHPOPMALMOHHOM CHUCTEMbI, B TOM YHCIE IO YCTaHOBKE
IPOrpaMMHOr0 oOecrieueHus 1 OOHOBJICHHM, JOJKHBI NMPOBOIUTHCS B Hepabouee BpeMsl MM BpeMs
HaWMEHbIIIEH paboyeii Harpy3KH.

I[Ipu BbIBOAE W3 OJKCIUTyaTaud HWHQPOPMAIMOHHBIX CHUCTEM JIOJDKHO  00eCreunBaThCs
rapaHTUPOBAaHHOE yjaneHue oOpabaThiBaeMOW M XpaHMMOW B HMX MH(OPMAIMH C UCIOJIb30BAaHHEM
CPEICTB TapaHTUPOBAHHOI'O YHUYTOXKEHUS HMHPOpMAIMHM WIM MyTeM (U3MYECKOro YHUUYTOXKEHUS
HOCUTeNeH nH(popMaIum.

Bce nmpouenypel obecneueHuss 3amuThl  UHGopMmaiuu, yctaHoBieHHeie B [BJIOY
B OTHOIIEHUM HH(POPMALMOHHBIX CHUCTEM, JOJDKHBI  BBIIOJHATBCA U KOHTPOJIMPOBATHCS
OTBETCTBEHHBIMU JINLIAMH 32 OPTaHU3aLUI0 PAOOT MO 3aIUTEe HH(OPMALIHH.

KonTpoJs nocryna Kk HHGOPpMALHOHHBIM CHCTEMaM

Bce pabornuku I'BJIOY, nomyimieHHble k pabore ¢ HMH()OPMALMOHHBIMU CHUCTEMaMHU HECYT
NEPCOHAIBHYIO OTBETCTBEHHOCTH 3@ HAPYIIEHUSI YCTAHOBJICHHOTO MOPsIKa 00paboTKH HH(OpMAITHH.

YpoBeHb TIONTHOMOUMM TMoONb30Bareds B uHopmarmonHou cucreme ['BJIOY  momxken
OTPE/IEIATHCS B COOTBETCTBHUHU C €r0 JODKHOCTHBIMU O0S3aHHOCTSIMHU.

Hoctyn nonb3oBareneid k uHpopmanuoHHbsiM cucteMam ['BJIOY nomkeH KOHTPOIUPOBATHCS
a/IMUHUCTPATOPOM HH(OPMAIIMOHHON CUCTEMBI.

OcyliecTBI€HUE PEryIsSPHOrO KOHTPOJIS BBINOJHEHUS OPraHU3allOHHO-PACTIOPSIAUTENbHBIX
JOKYMEHTOB, KacalolIUXCs periiamMmeHTauuu ponycka paborHukoB ['BJIOY k uH(popMannoHHBIM
CHUCTEMAaM.

NpenTudukanusa v ayreHTUPUKALMSA

Joctyn nonb3oBareneil K HH(GOpMAIIMOHHBIM CUCTEMaM JIOJDKEH MPEIOCTaBIAThCS TOIBKO MOCTe
YCIIEIIHOT O 3aBEepIIECHUs UICHTU(DUKALNH, AyTEeHTH QUKALIH.

[TonyueHue monb30BaTeNeM MMEHHM B HMHPOPMAIIMOHHOW CHCTEME U TMapojsi, KOTOpbIe
o0ecreynBaloT J0CTyNl K WH(OPMAIMOHHON CHCTEME, JOJDKHO OCYIIECTBIATHCS IO MPECTABICHUIO
PYKOBOAMTENS CTPYKTYPHOT'O ITOAPA3IEICHHUS.

YnpasJiieHue 10CTYyIIOM

B T'BJIOY [0mKHO OCYIIECTBIATHCS YIPaBJICHUE IOCTYNOM K HWH(POPMAIMOHHOM cHcTeMe
MOCPEJCTBOM pEAIN3alUN HEOOXOJUMBIX METOJOB, THIIOB M TPABWJI pa3rpaHUUYEHHs JOCTyNa
nonib3oBaTessiMm - mHpopmarnmonHoit cuctembl ['BJIOY. B ToM wumcine oOecredeH 3amiuieHHbIN
yIaJEeHHBIH JOCTYNl CyOBEKTOB JOCTyHma K OOBEKTaM JIOCTyNa 4Yepe3 BHEUIHHE HH(OpMaIlMOHHO-
TEJIEKOMMYHHKALMOHHBIE CETH.

be3onacHocTh npu padoTte ¢ HOCHUTEIAIMHU HH(POPMALMHU

Paboranuku ['BJIOY m0mKHBI MCIONB30BaTh TOJBKO YUYTEHHBIE ChbEMHBIE MAIIWHHBIE HOCHUTEIH
MHGOpPMalMU Ul BBINOJHEHHUS CBOUX JOJDKHOCTHBIX 0Os3aHHOcTell. lcmonb30BaHME ChEMHBIX
MamuHHbIX HocuTenen napopmanuu B '6JIOY B MHBIX 11X CTPOTO 3aMpeIieHo.



CpemHble MalllMHHBIE HOCUTENIM MH(GOPMALUU JOJKHBI XPAHUTCS B ONEYAThIBAEMBIX IIKadax, B
MOMEIIEHUAX B KOTOPBIX MPEAyCMOTpeHa 00paboTKa nH(popMayu OrpaHUuYeHHOT0 JOCTYIIA.

B cnyyae kpaku miM moTepH ChbEMHOIO MAIIMHHOI'O HOCHUTENS MH(OpMaluu, a TaKKe WHBIX
MHIUJEHTOB, KOTOPbIE MOT'YT IPUBECTU K HAPYIICHUIO CBOMCTB MH(OpMAIIMK OrpaHUYEHHOr0 10CTYIIA,
JIOJKHBI TIPOBOJIUTHCS MEPOIPUSITHS 110 PACCIICOBAHUIO TAKUX MHIIUCHTOB.

[Ipu BbIBOZE M3 SKCIUTyaTalldd ChEMHOI'O MAIIMHHOIO HOCHTENS MH(OpMAalMU, BCE IAaHHBIE,
XpaHAILIMecs] Ha HEM, JOJDKHBI ObITh YHaJleHbl ONpPENEeNIeHHOM KOoMHCCHEel M3 4uciia pabOTHUKOB,
CPEACTBOM rapaHTHPOBAHHOI'O YHUUYTOKEHUSI MHPOPMALIUH.

@DaKT yHUUTOKEHHsI HHPOPMAIMU Ha CbeMHOM MalIMHHOM HOcUTele HHpopMauuu Gpuxkcupyercs
B aKTe 00 YHUUYTOXKEHUU UHPOPMALIMH CO ChEMHOI0 MAIIMHHOTO HOCUTENS MH(OPMAaIIUH.

Perucrpanusi coobITHIA

B I'bIOY JOIKHA OCYIIECTBIATHCSA perucTpauuu COOBITHIT 0€30I1aCHOCTH
Ha BceX KoMmoHeHTax uHopManuoHHbIX cucteM ['BJIOY, B koTopbix oOpadaThiBaeTCs 3amuiaeMast
uHpOopMaIus.

AHTHBHPYCHAS 3aIIIMTA

B umensix oOHapyxeHus U ycTpaHeHUsi BpeloHOCHbIX mporpaMMm B ['BJIOY  nmomkHbI
UCIIOJIb30BAThCsI CPEJICTBA AaHTUBUPYCHON 3aIIUTHI HH(POPMAIUH.

O06s3aTenbHOMY KOHTPOJIIO CPEICTBOM aHTUBUPYCHOH 3alUThl HH(GOPMALMU JOIDKHA MOUIEeXKAaTh
mobast uHpopmanus (TeKcToBble ¢ailibl J10ObIX (opMaToB, (ailiibl JaHHBIX, UCIOIHAEMbIE (Daiiibl),
nojyyaemas u nepegaBaemMas 1o JIOKAJIbHOU BBIYHCIUTEIBHON CeTH
B TOM YHCJIE U CETsIM OOILEro MoJb30BaHMsl, a TaKkKe HH(pOpMalKs, XpaHUMas Ha Chb€MHbBIX MAaLIMHHBIX
HOCUTEJSIX UH(OpMaIUK.

[Ipu ycraHoBKe mpOrpaMMHOr0 OOECIICUeHHUsI MM ero OOHOBJICHHUS Ha CeBepHOe 000pyaoBaHUE
JIOJPKHA ~ aBTOMAaTMYECKHM  BBINOJHATHCSA IPEIBAPUTENBbHAS IPOBEPKAa JTaHHOTO IPOrPaMMHOIO
o0ecrnieueHus Ha OTCYTCTBUE BPETOHOCHOTO MTPOrPaAMMHOI0 00ECTIEUEHUSI.

OOHoBiieHne ©0a3 cuUrHatyp [Uis CpeJACTBAa AHTHBHPYCHOM 3alIUThl MH(POPMALUU JIOJKHBI
OOHOBJIATHCS €KEJHEBHO.

[Tonp3oBaTenu 0e3 paB aJMUHHUCTpaTOpa nH(pOpMalMOHHON CUCTEMBI
I'BIOY He DOKHBI MMETh BO3MOXKHOCTH IIOJIYUEHHUS JOCTYNa K KOH(HUrypaluu aHTUBHUPYCHOTO
CPEICTBA 3AIIMTHI WU €r0 OTKIFOYECHHUS.

KoHTpou1b 3a11MIIIEHHOCTH IEPCOHAJIBHBIX JAHHBIX

B mensx WHCKIIOYEHUS OKCIUTyaTallid YsA3BHUMOCTEH IPOrPAaMMHOTO OOECIEYeHHUs JIOJIKHBI
OPOBOJUTCA pabOThl MO  BBIABICHHUIO, AaHAIM3y YA3BUMOCTEH HWH(POPMALMOHHOW CHCTEMBI
U ONEpaTUBHOE YCTPAaHEHUE BHOBb BBIABICHHBIX YA3BUMOCTeH. B TOM uucie opraHuszanusi KOHTPOJIS
YCTaHOBKH OOHOBJICHHS IPOTPAaMMHOI0 00eCIIeUeHNs1, BKII0OYasi CPE/ICTB 3aIUThHI HH(OPMAIIHH.

Hcnonb30BaHue NpOrpaMMHOro odecrnedeHust

Beibop mporpamMmHoro oOecnedeHust A NOpou3BOACTBEHHbIX HYyxa ['BJIOY  nomxen
IIPOU3BOJUTLCS B IIPUOPUTETE K OTEUYECTBEHHOMY, BHECEHHOrO0 B EIMHBIN peecTp POCCHUCKUX
IPOrpaMM Jis 3JEKTPOHHBIX BBIYMCIUTEIbHBIX MAIINH U 0a3 TaHHBIX. B ciyyae oTcyTcTBHS aHanora B
EnuHomM  peectpe  pocCMMCKMX  IporpamMMm Ui DJIGKTPOHHBIX — BBIUMCIMTEIBHBIX  MAallIUH
u 0a3 JaHHBIX JIOMYCKAETCs UCIIOJIb30BaTh IPOrPaMMHOI0 00eCIieYeHre UMIIOPTHOT'O IPOM3BO/ICTBA.

Hcnonb3oBanue cpeacTB KpUNTorpapuueckoi 3amuTbl HHGoOpManuu

ObecnieueHne 3auUThl MHPOPMAIMM OTPAaHMYEHHOrO JOCTYNa OT PACKPBITHS, MoAudUKaLUU
W HaBs3bIBaHUA (BBOJA JIOKHOM wuWHGOpManuu) mpu ee nepenade (MOATOTOBKE K TMepenade)
[0 KaHaJlaM CBs3U, HUMEIOIUM BBIXOJ 3a IpeleNnbl KOHTPOJIMPYEMOM 30HBI 00ecrednBaeTCs
NPUMEHEHHEM CPEJICTB KpUNITOrpaduIecKoi 3amuTsl HHPOpPMAIIH.



[TpuoOperenue cpenactB kpunrtorpabudeckoi 3ammutel nHGopmaruu ['BJIOY ocymecTBisercs Ha
OCHOBAHUU JOrOBOPOB U KOHTPAKTOB € JULAMHU UMEIOIIMMHU JeicTByromyto junen3uto @Chb Poccun Ha
OCYILECTBIIEHHE JESTEIbHOCTH MO pPa3paboTKe, MPOM3BOJACTBY, PACHPOCTPAHEHUIO IIM(PPOBAIBHBIX
(kpuntorpaguueckux) cpeicTB, HH(MOPMALMOHHBIX CHUCTEM M TEIEKOMMYHUKAIMOHHBIX CHCTEM,
3alIMIEHHBIX C MCIOIb30BaHUEM IMHU(POBATBHBIX (KPUNTOrpa)uuecKux) CPEICTB, BBIMOIHEHUIO
paboT, OKazaHUIO YCIyr B 00JacTH MM(pPOBaHUS HHPOPMAIMH, TEXHUYECKOMY OOCITYKHBAHUIO
MU PPOBANBHBIX (KpUNITOrpaUUECKrX) CpeCTB, NH(OOPMALIMOHHBIX CUCTEM U TEIEKOMMYHUKAIIMOHHBIX
CHCTEM, 3alllMIIEHHbIX C HCIOMb30BaHHEM IIHU(PPOBAIBHBIX (KpUNTOrpaduueckux) CpeacTB (3a
UCKIIIOUEHHEM Cly4asl, €clIM TEeXHHYecKoe OOCiy)KMBaHUE MMHU(PPOBAIBHBIX (KpUNTOrpaduUYEcKUX)
CpeacTB, HUH(GOPMALMOHHBIX CUCTEM M TEJIEKOMMYHHKAIMOHHBIX CHCTEM, 3alllMIIEHHbIX C
UCIIONB30BaHUEM MIH(PPOBATHHBIX (KPUIITOTPAPUICCKUX) CPEACTB, OCYIIECTBISICTCS Ui OOeCTIieueHUs
COOCTBEHHBIX HYK] FOPUIMUYECKOrO JINLA UM MHIUBHIyalbHOT O IPEAPUHUMATETIS).

B mensax opraHmzanuu u  o0ecrieueHUM Ieperaud  HMHQPOpMAlMM IO KaHajlaM  CBS3H
C HCIONB30BAaHUEM CPEJCTB KpUNTOrpauuyeckoil 3amuThl WHGOPMALUMU, a TaKXKe BBITOJHEHUS
nutieH3noHHbIX TpeboBannii ®Ch Poccun B 'BJIOY nomken ObITH CO371aH OpTaH KpUMTOTPAPUIECKOM
3aIUTHI.

[Mopranbubie pemenus ['BJIOY ¢ BO3MOXXHOCTBIO JOCTYIIA ¢ CETEH OOIIETo MOTh30BaHUS JTOJKHBI
B IIPUOpUTETE pa3padaThIBaThCs ¢ OpraHU3aLMeN 3alUIIEHHOr0 KaHajla ocpeACcTBOM mpoTokona TLS ¢
nozepkkoit anroputmoB 'OCT 34.10.

Hcnosb3oBaHue 3JIeKTPOHHOM MOYThI

OnexkTpoHHas modra JoibkHa ucnonb3oBaThess B I'BJIOY ¢ nenpto opranuzanuu oOMeHa
AJIEKTPOHHBIMH COOOLIEHUSIMHU MEKy paOOTHUKAaMHU U CyObEKTaMH HH(POPMaLOHHON O€30MacCHOCTH.

IIpu ncronb30BaHUU HIEKTPOHHOM IIOYTHI 3aIIPEILACTC:

oOMeH MHpopMaruel Uil Cily)keOHOro MOoJb30BAHMS, a TakXke HMH(pOpMalueil orpaHHYeHHOro
JIOCTYTIA;

[IPEOCTaBICHUE JOCTYIla K DJIEKTPOHHOM I0YTE C HUCIOJIb30BAHUEM JAHHBIX CBOCH YYETHOU
3allACU TPETHUM JIMLIAM;

nyOnMKalus CBOEro Cly)XKeOHOro ajpeca >3JEKTPOHHOM IOYThl B AJIEKTPOHHBIX Karajorax,
Ha IIOMCKOBBIX MAIIMHAX U JAPYTUX pecypcax ceTd VHTepHET B LIENSAX, HE CBA3AHHBIX C HCIOIHEHHEM
CBOUX JIOJDKHOCTHBIX O0sI3aHHOCTEH;

MNOJNUCKA MO 3JIEKTPOHHOW IOYTE€ Ha pa3iMuHble pEeKJIaMHble MaTepUasbl, JHUCTbl PAaCCHUIKH,
AIIEKTPOHHBIE KYpHaJbl M T.A., HE CBSI3aHHBIE C BBINOJIHEHUEM I10JIb30BATEIEM JOJKHOCTHBIX
0053aHHOCTEN;

OTKpbITHE (3allyCK Ha BbIIIOJIHEHUE) (ailioB, TOIYYEHHBIX [0 D3JIEKTPOHHOM ModTte
WIN U3 pecypcoB cetu VHTepHeT, 6e3 mpenBapuTeIbHON MPOBEPKH MX aHTUBUPYCHBIM MPOTrPAMMHBIM
o0ecreuyeHreM.

Pabora B ceTsix 0011€ro NOJIL30BAHUSA

I'BAOY octaBinsieT 3a cob0ii mpaBo OJIOKMPOBATH WIIM OTPAHUYMBATH TOCTYIl PAOOTHHUKAM K CETSIM
CBsI3M OOIIEro MOJIb30BaHMs, B TOM 4ucie ceTd HTepHeT, coepkaHue KOTOPhIX HE UMEET OTHOIIEHUS
K HMCIOJTHEHHIO JOJKHOCTHBIX OO0SI3aHHOCTEH, a Takke K MH(POPMAallMOHHBIM pecypcam, COep KaHue U
HAIIPABJIEHHOCTh KOTOPBIX 3allPELIEHbI 3aKOHOAATENBCTBOM Poccuiickorn denepannu.

Nudopmamuss o mocemaembix  pabotHukamu  ['BJIOY  mHOpMammoHHBIX  pecypcoB
IIPOTOKOJIUPYETCS sl MOCIENYIOIIEro aHaiau3a U, Ipu HEoOXOAMMOCTH, MOXET OBbITh IpejcTaBiIeHa
PYKOBOAMTENSAM CTPYKTYPHBIX MOApa3AeiIeHui, a Takxke pykoBoautemo I'bJI0Y ansa koHTposs.

[Tpu ucnionb3oBanuu cetu MHTEpHET 3anperieHo:

ucnoib3oBaTh npegocrasieHubil ' BJIOY noctyn B ceth IHTEpHET B IMYHBIX LENAX;



UCIOJIb30BaTh HECAHKIIMOHMPOBAHHBIE IPOrpaMMHBIE M IIPOrpaMMHO-AlIapaTHbIE CPE/CTBa,
MIO3BOJISIOLIME TOTYYUTh HECAHKIIMOHUPOBAHHBIN 10CTYyN K ceTh MHTEpHeT;

nyOoJMKOBaTh, 3arpyXxarb M paclpoCTpaHATh MaTepualibl, COJEpXKallMe HEJI0CTOBEPHYIO
undopmaruio o I'BJIOY, a taxke panbcudunuponats cBoil [P-aapec.

Pe3epBHOe KOMMPOBaHHMeE W BOCCTAHOBJICHHE JAHHBIX

Ocy1ecTBieHNe pe3epBHOT0 KOMUPOBAHMS JOIDKHO OCYILIECTBIISTHCS 11T

uHpopmaruu  oOpabaTeiBacMoii  Ha  (aiJIOBOM  cepBepe W CepBepe  IMPUIIOKEHUH,
UH(POPMAIIMOHHOW CUCTEMBI;

pabounx MecT aJIMUHUCTPATOPOB UH()OPMAIIMIOHHON CHUCTEMBI.

YacTtora © peXHUM pE3EPBHOrO KOMMPOBAHMS YCTAHABIMBAIOTCS TaKUM OOpa3oM, YTOOBI
00ecneunTh MUHUMAJIbHYIO TIOTEPIO TAHHBIX U ONIEPAaTUBHOE BOCCTAHOBJICHUE.

Hactpoiika pe3epBHOro KOMUPOBaHMUsS M BOCCTAHOBJIEHUS PECYPCOB MH(OPMAIIMOHHBIX CHUCTEM
I'BAOY nomxHbI NPOBOAUTH yrolHoMoueHHble paboTHuku ['BJIOY.

PesepBHOe  komMpoBaHME ~ JTOMKHO  OCYLIECTBIISITBCSI B~ aBTOMATHYECKOM  pEXUME
C TPUMEHEHHEM OTE€YECTBEHHOI'0 CHEIMAIM3UPOBAHHOIO CPEJICTBA PE3EPBHOTO  KOMUPOBAHMS
C JIEUCTBYIOIIMM CEPTHU(HUKATOM COOTBETCTBUS MO TpeGoBaHMsM OezonacHocTd uHpopManuu OCTIK
Poccun.

6 OCHOBHBIE TPEBOBAHMS K ITPOIIECCAM YIIPABJIEHUSI TH®OPMAIIMOHHOMN
BE3OITACHOCTBIO

MOHMTOPUHT HH(POPMALTMOHHOI 0€30IaACHOCTH

Ha mnocTosiHHON OCHOBE MJOMKEH NPOBOIUTHCS KOMILJIEKCHBIA aHalu3 (YHKIMOHUPOBAHUS
uHpopmarmonnoii cucremsl ['bJIOY 1 BozHuKaommx coObITHif HTHPOPMAIIMOHHON 0€30MaCHOCTH.

[Tpoecc MOHMTOpHHIa CHUCTEMBI oOOecredeHuss HMH(OPMALMOHHON 0€30MacHOCTH JIOJKEH
BKJIIOUaTh B c€0sl KOHTPOJIb OPraHU3aLMOHHBIX M TEXHUYECKUX MEp IO 3alluTe MHPOpMaIH, aHallu3
napaMeTpoB KOH(PHUTypaluy U HACTPOMKH CPEJICTB 3AIUTHI HHPOPMAIIH.

[Ipy mnpoBeneHMN KOHTPOJIBHBIX MEPOIPHUATHI, CBS3aHHBIX C OLIEHKOM pealu3allud Mep
no 3amute uH@opmanuu B I'BJIOY, ymonHoMoueHHble pPaOOTHUKU JOJKHBI MPUIEPKUBATHCS
CJIEYIOIIMX IPUHLIUAIIOB:

He HapymaTh GyHKIMOoHUpoBaHue aestenpHocTH ['BJI0OY;

NEeCTBOBaTh B COOTBETCTBUU C YTBEP)KICHHBIMH OpPraHU3alMOHHO-PACHOPSAIUTENbHBIMU
nokymentamu I'b/10Y o 3ammre nadopMarmm;

HE CKpBIBaTh (PAKTHI BHIABICHHBIX COOBITHH HH(OPMAIIMOHHOM 0€3011aCHOCTH;

0(pOpMIIATH OTYETHI, TOATBEPKJAIOIIHNE BHITOJTHEHNE MEPOIPUATUH 110 3allUTe HHPOPMAIIH.

Wndpopmanus, modydeHHas B XOJA€  NPOBEACHUS  KOHTPOIUPYIOMIMX  MEpPONPHUSATHIA
0 JeHCTBUAX, COOBITUAX M TNapaMmeTpax, MMEIOLIMX OTHOIIEHHE K pealu3allMd Mep [0 3aluTe
uH(poOpMaIUy, [0JDKHA KOHCOIMIMPOBATHCA W XPAaHUTHCA B MECTaX, HCKIIOYAIOIIUX IOJyuyeHUe
K HEl HECAHKIIMOHUPOBAHHOI' O AOCTYIIA.

MOHUTOPUHT JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX MH(OPMALMOHHON Oe30macHOCTH
JIOJKEH TPOBOJAUTHCS, 1O BO3MOXHOCTH, C HCIOJIb30BAaHHUEM CHCTEMbl MOHUTOPUHIA WHIUJEHTOB
UH(POPMAIIMOHHOW 0€30MaCHOCTH WJIM BCTPOCHHBIX MEXAHHM3MOB HACTPOMKM M ayauTa COOBITHHA
B MPOrpaMMHBIX M NPOrPaMMHO-AMMApPaTHBIX CPEACTBAX, HCHOIb3YEMBIX B HH(POPMALMOHHON

un¢ppacrpykrype I'b/IOVY.



YupasjieHue puckamMmu

Omnpeznenenue BHYTPEHHHMX TpeOOBaHMM IO 3amuTe HH(OpMAIMM, IODKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax IPOBEJCHUS aHalM3a PUCKOB HApPYIIEHMs OCHOBHBIX CBOICTB 0€30MacHOCTH
Juist nHopmannonHsix pecypcos I'BJIOY.

OCHOBOH OIICHKH PUCKOB JOJDKHA OBITH OlLEHKA YCJIOBUW M (PAKTOPOB, KOTOpHIE MOTYT CTaTh
NPUYMHON HapyIIeHUsl LEJIOCTHOCTH, KOH(UICHIHUATBHOCTH U JOCTYHMHOCTH JUIsl MH(OPMAIIMOHHBIX
pecypcoB ['BJIOV.

PesynpTaToM mpoBeJeHHs aHaIM3a PHUCKOB JOIDKEH OBITh pa3paOOTaHHBIA KOMIUIEKC Mep,
HAIPABJICHHBIX HA CHUYKEHUE BO3MOXKHOI'O HEraTMBHOI'O BJIIMSHMS HA OCHOBHYIO nesitenbHocTh ['BJIOY
IpU pealn3allud TOW WIM HWHOM yYrpo3bl 0Oe3omacHOCTM HH(OpManuu U 00ECHeuMBAIOIIUX B
JAJTEHEUIIIEM JIOCTaTOYHBIN YPOBEHb 3alIUIICHHOCTH HHpopMannoHHbIX cucteM ['BIOY.

YnpasJ/ieHue HHIIUAEHTAMU HH(POPMAIIMOHHOI 0€301aCHOCTH

Jns obecnieuenust 3HPEeKTUBHOTO pa3pelieHUs] MHIIUACHTOB WH()OPMAIMOHHONW 0€30MacHOCTH B
I'BAOY, MuUHMMM3ALMM NOTEPb M YMEHBIICHHWS pPHUCKA BO3HUKHOBEHUS IIOBTOPHBIX WHIIMJIEHTOB
JIOJPKHO OCYILECTBIIATHCS YIIPABICHUE UHIIMJICHTaMU UH()OPMAIIMOHHON 6€30IMacHOCTH.

Jnst yrpaBieHust MHIUMASHTaMU MH(GOPMAIIMOHHON 0€30MacHOCTH JJOJKHA OBITh cOo3/laHa Ciiyk0a
MOHUTOPHHTA M pEarupoBaHus HAa WHIMJICHTH HHPOPMAIIMOHHOI 06€3011acHOCTH, KOTOPasi TOCPEICTBOM
KOMILIEKCA  CPEJICTB W MEpompusaTMd  ansd  cbopa M KOHCOAMZAUMM  MH(pOpMaluu
00 MHIUACHTaX pellaeT JaHHYI0 3ajady. B OTHOIIEHMHM KaXJoro MpOU30LIeIIero HHIMIECHTA
paboTHUKaMH U3 CIYy)XObl MOHUTOPMHIAa W pEarupoBaHUs HA MHIMIACHTH WH(POPMALMOHHOM
0€30MacHOCTH JIOJKEH BBINOJHATBCS €r0 aHaliu3, U pa3paboTka 3((PeKTUBHBIX Mep pearupoBaHUs Ha
JaHHBIN UHITUICHT.

AyauT cucteMbl o0ecniedeHust HHPOPMAIIMOHHOM 0€30IaCHOCTH

B memsix ornenkum Tekymiero ypoBHs nH(popmainmoHHoi Oe3omacHoctn ['BJIOY Ha perymspHoi
OCHOBE JIOJIDKEH IIPOBOIUTHCS ayIUT NH(POPMAIIMOHHON 0€30MacHOCTH.

Buyrpennue ayauThl JOJDKHBI BhIMONHATHCS padoTHUKamu ['B/IOY. B uncno 3amgau, pemaembix
IIPU IPOBEICHUH BHYTPEHHUX ayIUTOB HH(OPMALIMOHHOM 6€301MacHOCTH, BXOIAT:

cOOp M aHanmM3 MCXOAHBIX JaHHBIX 00 OpraHU3allMOHHONM M (YHKIMOHAIBHON CTPYKType
MH(POPMAIIMOHHBIX CHUCTEM, HEOOXOIUMBIX JUIS OLIEHKHU COCTOSIHUSL CHCTEMBI 3aIIUTHI HH(POPMAaLIUH;

QHAJIN3  YTBEPXKICHHBIX  OPraHU3allMOHHO-PACHOPSAUTENBHBIX  JOKYMEHTOB IO  3allIHTE
nH(pOpMaIMU Ha MPeIMET UX MOJHOTHI U 3()PEKTUBHOCTH, a TaKke POPMUPOBAHUE PEKOMEHAALMNN 1O
UX J0pa0bOoTKe WU pa3pabOoTKHU HOBBIX;

obocHoBaHue (uHAHCOBOW A(PPEKTUBHOCTH BHOBH MPUOOPETAEMBIX CPEICTB  3alUTHI
uH(popManuuy;

IpoBepKa MPaBHWIBHOCTU BBIOOpPA M HACTPOWKM CPEJCTB 3alUThl MHPOpMaLuu, (GopMUpoBaHHE
IPEUIOKEHUM 110 MCIOJIb30BAHUIO HMEIOIIUXCA CPEICTB 3aIlUThl MH(OpMAIMM A HOBBIILIECHUS
YpOBHS HaAEXKHOCTU U O6e3onacHocTU nH(popMarmonHsix cucreM ['BIOY;

aHaM3 OTYETOB IO TMPOM3OIICAIIMM HHUUACHTAM HHPOPMALMOHHOM  0E30MacHOCTH
Y IIPUHATBIM MEpaM I10 UX Pa3peleHUIO.

IToBbIlIEHNE OCBEIOMIEHHOCTH PA0OTHMKOB

B pamkax opraHu3anuu KOMIUIEKCHOTO MPOTUBOACHUCTBUS yrpo3aMm 0e3omacHOCTH HMH(popMaluy,
UCXOIAIIUM oT PabOTHHUKOB I'BIOY IOJDKHA IOCTOSIHHO MOBBIIIATHCS
UX OCBEJOMJIEHHOCTh B 00JIACTH 3alIUThl HH(POPMAIUU.

[oBbiienue ocsenomneHHocT padboraukoB I'BJIOY ocymecTsusercs:

no cymecTtBytomumM B ['BJIOY oprannzanmoHHO-pacnopsIuTeIbHbIM TOKYMEHTAM;

no npumensieMbiM B 'BJIOY mepam 3anutsl nHopManmu;



0 MTPaBHJIbHOMY HCIIOJIb30BAHUIO CPEACTB 3allUThl HH(POpMALIUH.

7  3AKJIIOYEHHUE

[Ipu n3mMeHeHUU ACUCTBYIOIIETO 3aKoHOAaTeNbcTBa Poccuiickoit deneparnu B 00J1aCTH 3aIIUTHI
uHpOpPMAIlMK, a TaKkKe OpPraHU3aIMOHHO-PACHOPSAUTENbHBIX JoKymeHToB ['BJIOY Hacrosmas
[TomuTnka M WU3MEHEHMsT K HEW NPUMEHSIOTCS B YacTH, HE IPOTHBOPEYALICH BHOBb IPUHATHIM
3aKOHOJIATENIbHBIM U HHBIM HOPMATHBHBIM aKTaM, a TakKe BHYTpeHHUM AokyMeHTam [’ BJIOY.

Bce TpeboBaHus, ycTaHOBICHHBIC JEHCTBYIOIIMM 3aKOHOJATENbCTBOM Poccuiickoit deneparum,
NIOJ3aKOHHBIMM  aKTaMWM U JIOTOBOPHBIMM  OTHOLIEHWsMH, a Takke noaxon ['BJOY
K OOECMEYEHUI0 COOTBETCTBUS JTHM TpPEOOBAaHUSM JIOJDKHBI OBITh SIBHBIM OOpa30M OIpE/EIICHBI,
JIOKYMEHTHUPOBAHbI U MTOAIEPKUBATHCA B AKTYAIBHOM COCTOSIHUM.

I'BAIOY B  NOpHUOPUTETHOM  HANpaBICHUM  JODKEH  pAacCMAaTpPUBATBCS  NEPEXO]
a MpPOrpaMMHOr0 OOECIeYeHHUE OTEYECTBEHHOI'O IPOM3BOAMUTENS, BKIOYEHHOIO B EIUHBIA peecTp
POCCHIMCKHMX TIpOrpaMM JUIs 3JIEKTPOHHBIX BBIUMCIMUTENBHBIX MallMH W 0a3 JaHHBIX. B ToM uymcie
[0 YacTH CEPBEPHOr0, KOMMYTAIlMOHHOIO OOOpYAOBaHMS W MPOrpaMMHO-alNapaTHBIX CpPEJICTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON pagHO3IEKTPOHHON TPOTYKIIHH .

IlepecMoTp ¥  BHeceHME M3MEHEHMM B  Hacrosamyr [lomMTHKy — OCYIIECTBISIOTCS
Ha MIEPUOINYECKON U BHEIIJIAHOBOW OCHOBE.
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